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ABSTRACT

In the current IT world, data sharing plays a vitale in business functionality. Data is sharedanious formats
via different protocols. One of the standard anghssticated solutions is by use of web servicesh é&rvices provide all
major features that support data handling operstian data conversion, data modification, data erge within cross
domain(s). Using SOASgervice Oriented Architecture) approach is one of the widely accepbelistry standard. Web
services designed using SOA approach provide featauch as platform independence and universal edathange

formats.

SOAP Simple Object AccessProtocol) web services are one of the various imgletations of SOA approach.
However, by using SOAP architecture exposing bssirglutions to the client applications some isssmay arrive
pertaining to data exchange. The problem herewidsn the implementation standard of SOAP web ®ew which put
certain restrictions on data transmission. Thisepgmovides simpler design solutions for handlitigsarts of Client

platforms using various data exchange formats.
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INTRODUCTION

SOAP architecture is a widely accepted and predemethod by Clients for exposing business soluti@ftsen
the sebusiness processes are quite critical fosrganization(s). Also, they are designed with seophistication that
platform upgrade may result in complete/partiafuition of functionality which may lead to busindasure. SOAP web
services address these issues quite effectivel@AAP, these critical functional modules will perfooperation without
worrying about the any data conversion, softwar@fpim dependency etc. Since early 90s, SOAP weicssr are

providing well optimized solutions to business commity for handling cross-domain and cross-platf@lients.

With the rapid changes in IT world and the evolataf multiple platforms, providing cross-platformpport is a
critical requirement. The conventional implememtas such as SOAP pose compatibility issues forniegsi solutions.
Also, providing mobile support for business sushility is a vital concern. Mobile devices do nabyide high end
support in terms of platform and configuration. SOr¥equests involve high amount of XML payload whigHdifficult to
handle considering the mobile platform. Devicesdwdatw end hardware configurations are unable talgsuch high data

volume transfer which is used in SOAP architecture.

Representational State Transfer popularly, knowrRES Taddresses these concerns REST provideseall th
features provided by SOAP implementation with emleandata handling capability and lower data trassion volume
compared to SOAP implementations. Nowadays, RESHitacture has become a baseline for all mobileécdesowing to

it slow memory footprint feature, which can hantllege volume of data in all supported data exchdogeats such as
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JSON, XML, text or HTML.

Due to the advantages associated with REST, mosheofiT solutions prefer REST architecture. However
seamless transition from SOAP to REST is a majoicem that organization(s) face due to the inhetectinical and
strategic challenges. This shift in architectur# miquire investment in terms of capital, effortdatime. Also, there is no
assurance if the transition will be error-free awatk for all data exchange formats. This architeeforovides a simple and

fool-proof way for working with these two differedesign patterns.

The design approach described in this paper brittgegaps exposed by using these two technologyisns and
supports all data exchange formats used by thes®phs.
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Figure 1
DISCUSSIONS

REST requests sent from Client end need to be bdnij a server side technology which can parse and
understand all data exchange formats used by tleatCirhe primary objective of this platform is poovide gateway to
Clients to access SOAP backend using REST requebish will also transform the response into regeggorm slike
JSON, XML, text or HTML for the client.

Rest Resource LocatorThis module provides the access points to cliemthach the REST requests should be
sent in form of GET or POST request. Once the reigueaches the gateway, it is passed to convexdduia which deals
with data handling.

REST to SOAP Converter: The data sent by gateway module might be in diffefermats like JSON, which is
not the desired request format as needed to foenStDAP request. This module takes care of all dateersions. It

converts the data into standard format requiredrfaking a valid SOAP request.

SOAP Request GeneratorAfter data conversion by the converter module, lalvaquest XML must be formed
to call respective SOAP operation. This module $at@re of creation of a valid request using tha dant, which will be

validated against the schema definition requiradnfiaking a valid SOAP request. This module alses$akare of data
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compression/encryption techniques required to seadiata to respective SOAP server.

SOAP Backend:Once the request is sent by the platform the SGekes will process the request and send back
the SOAP reply. This reply is typically in form ¥ML which needs to be handled and parsed by coevéamework to
verify the various request response actions liketivr an operation request resulted into techriahlre, functional
failure or send a valid reply. These various outesmeed to be handled and communicated to the alistandard format
like SOAP faults.

SOAP Response HandlerThe response retrieved from the SOAP backend canbigypted or compressed. To
parse the data for creating the REST responsenitrypion and compression need to be removed ftmmdsponse after

which data can be fed to converter module for dateversion to form valid REST reply.

SOAP Response ConverterThe SOAP response received from backend is in foftKML. This XML data
needs to be parsed into a standard data formatvroich REST response can be generated. A REST mespman be of
various types like JSON, plain text, HTML or XMLeHce, the module is responsible for doing the @smeconversion

based on the client requested output format.
Technical Implementation

The architecture discussed above can be implemédmtacsing any high end language like JAVA, .Netp@ty
etc., which is capable of handling REST as welS@AP request/response. The developed applicatiomohiae hosted on
any application server like Web Logic, WAS, TomEte. dor proof of concept the application is develbpsing JAVA

and is deployed on Oracle Web Logic server.

To handle the mapping between incoming REST requastl the corresponding SOAP requests a mapping

technique is required. For the discussed solu#o¢BImapping is used.

The REST Resource Locator module is implemented using JAX-RS framework, imajavhich provides the
support for XML to JAVA object mapping. It also pides support for marshalling and un-marshalling<bfL file against
valid JAVA file definition. The gateway which isaated for the clients is in the form of REST reseuto which client
sends the data in the form of GET or POST requests,

After receiving the request from the client, theadis fed to thdREST to SOAP Converter module. This module
takes care of extracting data from the payloa@, ilikcase of POST request the payload must bedhaosén case of GET
request the data must be collected from path oryquerameters. Once the data is collected the cspeSOAP request is

generated based on the requested operation.

The SOAP Request Generator module is next in-line of operation, which is resgpible for recognizing the SOAP
operation for which request must be generated r Adientifying the operation a request is createdubipng JAXB or any
other XML marshalling framework which can creatal aralidate XML request. The module also takes adrgarious

other features involved in the SOAP request geimerasuch as:

e Security: The SOAP backend accepts only secure channel coioation. The request must consist of various
security features like TLSTfansportLayer Security) or WSS Web Services Security) etc. Handling such
security features is possible in JAVA using JAX-\&&gurity framework.
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e Compression: The data sent as body of SOAP request might beyhi@amemory footprints. Transmission of
such high volume data over the wire might add sdemeor increase network traffic load. To overcornels
problems, compression strategies like GZIP cansee.u

* Attachments: Some web service accept attachments or binary alataas a valid request. For handling such
scenarios various strategies like MTOMV €ssage Transmission Optimization Mechanism) should be

implemented to create or parse the binary data.

Once the message is received from SOAP backend5QA& Response Module will process the response by
using any un-marshalling libraries like Aegis orXE\ The un-marshalled JAVA objects can be used toenatrithe data to
form the valid REST response.

In case output data format is JSON or HTML, dataeeed from the SOAP web service must be handiet a
processed in a manner that resultant data repseHemtdata type as requested by the client. Thisersion of SOAP

response into client’s requested format is hanbieSOAP Response Converter.

JSON format is one of the most commonly used dearsg format. To convert the data into valid JSfoNnat a
valid JSON structure has to be created by the fwariewhich should be in sync with the format haiddie the client side.
JSON objects can be created in JAVA which can ¢ & REST response in form of plain string or JS0ixhat to the
client. For handling JSON format, specific datadiang techniques must be used by framework so tti@atransmission
obeys all the principles of HTTP protocol and stad set by REST.

Handling REST resources in web technology poseticerisks which might even lead to data leakage to
unknown sources at client's end. Some of theselattare:

* CSRF (CrossSite RequestForgery): In this attack while handling REST requsestlient performs some
malicious actions on the trusted site because efeanre content received by the REST response. CHmishe
avoided by using token based mechanism in whichyaegjuest to server will get validated by unigoken sent
by client and vice versa.

*  XSS(CrossSite Scripting): This attack is more prominent when deglwith HTML response. If some malicious
script tag is added to the HTML response sent fthenunknown source, sensitive client informatiom ¢ee
leaked. To handle such scenarios proper data empedhemes like UTF-8, URI must be implemented sbah

any malicious script will not get executed withelient’s permission.

Hence, for ensuring a secure transmission of dettaden the REST client and framework some soreotisty

mechanisms must be implemented
Benefits
» The solution detailed above bridges the gap betweerdifferent backend.

* The solution will provide more flexible approachdpen SOAP based backend, as irt provides custdndata
handling and data parsing mechanisms.

* No need to migrate whole business logic to the R&ST platform because the same back-end can hREB&

as well as SOAP requests simultaneously.
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e The approach is highly scalable as the SOAP sesvisbich are handled by the framework can be
enabled/disabled with less manual intervention.

* Handles all request and response format struct@®@#P web services provide support only for XMLnfats.

However, with this approach all data formats aggpsuted.
* This offers secured data transmission and conversio
CONCLUSIONS

With the growth in hardware and software techna@egbvertime, it is essential to design a framewarlan
approach that can adapt quickly to technologicahgees and provides seamless support to all plasfevithout affecting

the core implementation.

The framework outlined in this paper answers adisth concerns and provides a sophisticated soldition

handling SOAP backend for REST Clients, without amwestment of infrastructural cost and minimunostf
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